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(54) METHOD AND DEVICE FOR ESTABLISHING SECURITY COMMUNICATION LINK 

(57)Abstract: 

PURPOSE: To attain security communication among various tapes 
of user devices, using different encryption algorithm and encryption 
keys. 

CONSTITUTION: This security communciation equipment includes a 
controller that uses any of common encryption algorithm sets for 
transmission and reception terminals to automatically select one of 
data encryption devices. A transmitter for encryption data and a 
receiver for encryption data are connected to a plurality of 
encryption devices. The controller automatically decides an 
encryption device to be adopted. The method to set up a security 
communication link includes a 1st message exchange stage deciding 
a common key production and the encryption method and a stage to 
confirm the validity of the communication terminal security through 
the comparison with other common message. Other message 
exchange stage for a traffic key, a state of inter-exchanging other 
message for synchronization confirmation and synchronization of 
security communciation between terminals and a state starting the 
security communciation are also used. 
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(54) [«8<04ft] ®£S« SJtfirt- 2>*z£fc«fc WBtK 



(57) [S»] 

-*mmtmw(D i ittflstam-r * =» > > n— ? 
*-r** i^ vis— yjaawwi:* **— 

£fcx f77^ y **-©&»©£ fcfcSiJ© 




m*mii ssi (i 0 3, a) *jj;v»2 (i o 
9, b) ?-$.j-)i>r£\zwmmm v>?&m&T2>J5W; 

T-&-=>T\ SuIB^-S;^ (1 0 3, A, 10 9, B) 
Ifi : (S3*- (10 3, A, 10 9, B) ftT-i&m 

l^-j^-'J^mr^m (2 1 1) ; 0>3B: < *> 1 
■5®^-$^ (10 3, A, 1 0 9Sfc«B) 

mmt*M4RTz>&m (2 1 9, 221, 222) 
— wmmmmzstsm 2 ^ * -fe-y*s«ar aispg 

(2 3 0) ; • fc^fig-rSfctoffl-T*— 

****** 3 *v*-y&£*-i-*8t» (2 5 0) ; 

(2 7 0) ; *5«t?J?«iS&3Hl*ilS&-r2.®Pg (2 7 
7 ) ; - 4IMEW1 U > 

[If #3(2] ^-5^1/(10 3, A, 10 9, B) 

t;Kl0 3, A, 10 9, B) *s : Bf^b*5«ttl«a?K 

(211) ; mmztifrj.-y&mm^ 
— s^nfco.— tftfv^y y* • &ffijLitffi. 

BE^y-b— y*SE»-J-*S« (2 3 0) ;lglSti!t£^ 
trJBiaJ»ffl^v-b-y*3S?)x flS2SLRS«trSB2SL 

-r-sgspg (250) ,• m^bmm* v-fe— ysffist:* 
mmmm (2 7 0) ; ^j^vwenmffis^&Hng 

T3©Pg(2 7 3, 2 7 5, 2 7 7) ; &*ffl-r**J« 

^^fflv^T^jieu >**i£AL-rz>mw (ioo) t- 

-*WH5fl5*« (KG 1, . . . , KGN) ;f©^b2 
:h,fc7*-**»*> i9S3tM»fflB»fl3*S (KG 
1, . . . , KGN) fc*g*#iXfcS«*« (10 3* 
fe«10 9, ASMB) ; Bf^fb^nfe^-^^Stt 

*5IBtt»Oie^b*a (KG 1 , . . . , KG 
N) ftfcS/B^a (10 9 Sfctt 10 3, B£ 

*<b*s (kgi, .... kgn) ©iftissurr* 

*>*iS&fl<jC:^rsSiJ»^fS (2 10) ; £iis&<fr-g-fc» 

So 

[0 0 0 1 ] 

(secure communication) ©afcil^ixfc^® 



[0 0 0 2] 

BRTO(unauthorized)^—^«SA s &iffi**b & t)s IB 

tt±, HWfr, SSH, jMAS^^^OflhofflJBWStt* 
<tVSHfi»cofc«)G)«KB±©»W «fc 0 Z 

[0003] mm&m^hztifc^—* izit, 
mmm&-*, 77**/Kvmm, ±m^m^>^ 

A (Global Positioning System ) -PiUA^m WESTS' 

ftB-fcUTtt, J: 6±S*3te5*-^o«* (fc 
rij roj <3D^±9«5&*Bf^byy-ett35:<x r lj 

[ooo4] mmm&*^mm&&&m\sfrz£iz& 

&$WfflSi!lBM18#& (Federal Information ProcessingSt 
andard Publications) F I P S 4 6 - 1 CEi&*ix* 
5*— ^Bf^bSSIS (Data Encryption Standard -DE 
S) r^f^bSftjkx FIPS8 10TDES 

[0005] zn$<z>&mtzm^bmm£7)uzivzA 

[0 0 0 6] «K*if©^ai«a)fc»©ti^OttWO 

. 3_ . ^-^Ht^b**^«¥^#«t^oill^^a ^ 

HHMbiStt. ct t) &m(om^fctim<Dtitb<D Y^y^v 

[0 0 0 7] 'J 7)1$ <t l±<DMJ5famm<Dtz&<Dm^h 
J5mz&, ±IB©FIPS4 6-l*$«tU f 8 



(2) 



Printed by JPGaz 



d*i6©»tttJ:Dv ^tfx-^oafr^b^fcfc©* 

r ^ d ^iMOAiJr- * tiit^^J]/ - ^ 

[0 0 0 8] 

3ftv^fcfe*v> 0 £©.fc'5fc»&N ffif-^^-SfcttBS^- 

[0 0 0 9] 1 ffl*- £ :^l/T«S©Bf^fbfiE 

U B^**xfc^— If <<WHAfclE^' 

[ooio] «e«fc*ixacDtts *a<©»«i*i-ea»a) 

[0 0 11] 

[BWS(llftt«fc«)©fa] #HS93fccfct>x 

[0012] mmmmm »j *«s-r«^«g^ 

k. 'j>fe< kt 

JL-ifBB««*«r«2^Ty*-y«^t-4« 



[0013] mmmmvtztb&m&iziZs ***w*Hb 

^i/rfUXA^fiJ^-T^^IK^^-^Bt^b^lSk^ 0f 

[0 0 14] ^M©±ia«AV*©flfc0^k#Jj*k 
[0 0 15] 

[£afct*j] ^cm^n^. rag^bj ki^esi (en 

crypt ion, enciphering, encoding ) teu ifecE^^r;* b 

©^^■fe— y-fe— swears cfc*** 

b> r £j?Iij (decryption, deciphering, decoding ) 

[ooi6] iin mm* * h v—z 120. mss 

« 1 0 7 , fehx. BHMBttBft if ©WBKIfS ffl * - ^ ± 
;i/ 1 0 3 , 1 0 9 ^DlifeMIiv^TA 10 04* 

-To mmz&uxiL mj£^—*ftmmmmm#-^j- 

)V 1 0 3 , 1 0 9 ©V^ft*»£:feUT^*;Wb*;h, 

[0 0 17] A^f-^lt Mt;H0 3*felil 
0 9T?Bg^{b£*U -e^Dg&Tx «ISlHllBl o 7*5^r5m 
B** 1 2 0*^bt> fehi«t)5 1 

ncDmmmmm ^-^ 1 o 9^^«i o 3^^ti 

ogiJ©S««W*:ft N *8SlBlffi 1 0 7 k«K* 
[0018] ^ISBBttx ^— 0 3, 1 0 9W 
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tfSlMiliMSSfT 5 - k m & £ J: -5 £ k «fc 6 
« (transparent )&ff£T*llfifi*ft£o #iK£PgJf CDXo 

[00 19] i2it ^SMflffi^- ^ t;H0 3 (*5 
«fctf/£fc« 10 9) rtO^-flT-^ • "<-X 2 1 
0©-«*«li8iatf«b3S:*©^s «R©HWfb=¥~4: 
J6«KGlttV>bKGNi«a«afnTV^ 0 KGl^ 

V^T^^fe— y©B»ft/*«ftfJ "5o ftijffll^®2 1 5 
fck flI»mS2 2 0 tiSltt(Z>ll»<h*-MlK 

=ryXA*WJW*S2 1 5fc:«t5«KWK:SRffl"r*C:t 

— S 1 0 3,1 0 9^tts 
mo*-®®^-* . 2 1 0#^£*u — #fc* 

^-^51^-^ • * 2 1 0 TS^CD^Ifg^fTa C k 
*>T£n -eft##i;bV>o 2^ (ifett^l) <£>5I 

i^^;no3, i o QcDd-feis^w^ «a» 

©flt^b*— *5J:WB«KG l^bKGNStn* 

[0020] wwaeftwe-racktfTfsaJi-sici-r 
£ tau *-?t;no3, 109 fe«j»Wb uawtitf 

2o(D^E— K^DV^1 J! ^^^— ^J;t)ff do >lXy*y* . '/ 

[0 0 2 1] i3lt * — S^A, B fehxl^- 
;^H 0 3, 1 0 9) H©«lffiilffi*x «fc* 

^xy y>> • gl^t- l«t:tts 4o©^yfe 
— ^©S^#$£ft£o -tifett (i) T^-feX ■ Kj* 
-f>^oJ;t>"^fb (Access Domain and Capabilities: A 
D&C) ^y-fe-^2 IK (i i) HE^^-b- ^ 
(Authentication Message: AM) 2 3 0 N (iii) 
SU&qM^-fe— ^ (Random Component Message: RC 
M) 2 5 0*5*1^ (i v) BWfbKMB (Cryptographic 
Synchronization's) ^ y-fe— 2 7 0 T*££o Ctt 



if) <Z)+f^#^tlT^^)C^^^b<, fckx.&\ 

[0 0 2 2] 7^-teX - Y*<i>&£zmm (AD & 

C) ^y-fe— S>2 1 Ifcfc, £©*§£\ MTOZt&mff 
( K G n fc=UI^2l6 mff!?^ - ^ i-)V(Dm 
JK) o S4«i. 0 3(Z>AD&C^y-te— ^2 1 1 SJB^ 

fT^^^2 o o*^-rsKttia^sso 

[0 0 2 3] 04C^ntM^M2 0 Oil XPy 
^2 1 lWt^ * F;*>f >*$«>; IWMB (AD&C) 

>?tz>mm2 1 3 N awftT*— *M*nwj**t&*s 
**««-r***«»2 i e^Atf-r^T©^— *s»k 

*s^*y**ixfc*S36*ft«IB-r*S»2 1 7*^trS 
t;i/-72 13, 216, 2 1 7 k, J*«fiBfS2 1 6 £ 

-X2 1 9, 2 2 1, 2 2 2 *c3itrS^ 

. tatt»7*-B"*SB2 1 8*«fAT«J«*ix*o ;i/ 
-72 19, 221, 222 kite, ifeOBf^fb^l/^y 

XA^iy^-r*®PB2 19 ^ ^gsasibz^kg. 

SSPB2 2 2 fctf^Sftx ^e^^s gt^SP»2 2 

*®»2 2 4 fc^t^wwYb^ 

■ V S»2 18^i<o 

[0 0 2 4] KGl^'DES^ntV^^ 
»^c2o^c(tfe^ KG lSWDES^i: 
4» 2o6D^— 5^-n/fc:»il'Cft^»&fctts DES*- 

^2 0 0\ts 4■^<Z>qII6«tlS« i ©V^•r^^*■eAD. 
y-fe— ^<OS3ft*»T-r4. ' -T : (i) ; 2 

ii^T^n^> ; (ii) 2*3©^^;H:KGU- 
K^tt^ai©^ KGl^-M^^^W; 
(iii) 2o0^-^^:DES>-^cIW^ 
.5*ii<Z)tfr& N DE S*— «^a#fflV^e>ix* ; (iv) 
DE^-KkKGl ^E— If ©W**spi^— S 

mm® y x h o t ftv^^tc * smt^^tf ^ t ti 
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[0 0 2 5] ^-^l/CDttlfEttx ^ y-te-^±tt©* 
prietary) *^£»©fc»<Z>«tig£ii;fo U #©tfy 

h «D e s 9 4 7<b*-%^&mmitmz>r& o \zm 

ctt)"*ff$tLSo l^fc-feRBE^y-te— S> (AM) 
#12 3 0, SLKSM^-fe— S> (R CM) ®S£«2 5 0^ 
Xxm^ihmm (CS) ^^t-y©^2 7 0t^ 
3* «KB»«*fT^ (7D^^2 7 7) fc#>©«tR C7 
p^2 7 5) ijs$)SCli:fea*b^o ' 
[0 0 2 7] Bte^yHr— (AM) CD^CD 

ggpg (7D^^2 3 0), AM2S£g|CD«lB©iaB C^D 
^^2 3 3) , AMSt^^'J • ^r-fflffiOSPS 
3 t$,fcrfAMflBB©S» C7Dy*2 
3 7) ^tt?;i/~72 3 0, 2 3 3, 2 3 5, 2 3 7 
t, AMttBAS4)^LfcfcSfcJl«*»T"r*S«2 1 

summit*, cn^cgp^ts ?aj»«fta)sra 

{b*«^fca»»^©B» (^D^24 7) SL 
jR»^^-b— ^2fcijW)«tt (7D^^2 5 0) 
7 ^ y# . ^— ^©|BBf (7*D ^2 6 7) Hg^f 
ftiHWB^^-fe— ^©#B^k2S«©«» (:/Dy*2 7 
0 ) fc, • K«*6DSB (^D ^^27 3) 

^ ^immmmmm (^^27 5) t N 3111 
(Dwmotm (277) fc#«<. 

[0 0 2 8] AMSSfeCDlSPg (70^2 3 0) 

[0 0 2 9] #*-5*;i/TI*aR^£Stl C/D* 
^24 5), fckA«AMt»g»«l6iXfc^^Uy* • 

^CDfefes Sstft (^Dy^2 5 0T) ^n^s^L 
JSSMyfe-^ (R CM) IcHU S^tlfeRCM^ 

u fcaeffl * - 5 k: cfc & nfea«#«* n 



Rfcia^to^n* 2 6 7) o jB#-&to*n 

&SBl*5AV«2SSURA s s JB3S5L»*^-r*o ZCDt 

!K SttBt&ftfc (311) H*M^T»SE3*ifc (JB 
2) a»fc«*-&fc*Jx^ Rlli!B3a»*«»j«**L 

*3f5L«tt, rs^— (n 

4©^D^y^2 2 1) *-«4«©fefc©b7 7>f^^ 

10 (0 2#H) rtT*«l»©^-^§§6D^* s M^S 
gttflfc&ftfcRBL* yfe— S> (7*D^ 2 3 0) ic 
T N RCMtlMMtl^tl^ (7X2** 2 5 0) 

mizm^hZhz (7a** 2 7 0) o ^a-^co^- 
$*-;i/^6*fcJB2SURfc*, H^^gC^oSl 
*JJ:OW2a»**iBI^*>-&* (7Dy»2 6 7) 

i«ORllf^ £ a (3 J: t) §SJ3*fr-r^ - ^<Z)T* 
§^S?aD2CDjP* (modulo-two addition ) #$>tf 

[0 0 3 0] Bf^fblRlM (CS) p< y-fe— S>2 7 0 fi, 
>77^^®ta (W^ ^-ZtZt') CDflMRks « 

^'j§^1^^7 h • US/^^ (linear feedback shift regi 
ster LFSR) BS^ftatM©— SPi: ITfV^ 

LFSRd attwtfttKW-eftSo 

[0 0 3 1] KGH»l»B©fc»<©»Ji**aH:, BE*n 
ttx LFSRi^>-h^D-h'lT N ^fffflCDLFSR 

[0 0 3 2] dCAafcdtlfeOSWfcit), ^m^Bg 

(i) m*©«p^^-H©»ji*6awa*w i E-- 



(5) 
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F*»*bTx (i i) &M(Dy : -*7m&mnL, 
(i i i) mWte*-$i-)V(DmQt^-1f<Dl&pJb* 
HfifU (i v) • *-£fcttfl&©;Si££*r 

Ith77^^-^«U (v) Bf-^fbilffiCD 

[0 0 3 3] ±B&(D$m\ts **4*#^l/-*©BtJi 
;L&1> (transparent ^^T^fi^ft, ^^A^ftSffi 

[0 0 3 4] fll^-fl^- K£43V>TfcL D?6DIS^ 

limits m3#&xfm4<D7#*z • n*-f >43J:tf*i 

fg (AD&C) 2 1 143«fclFB3 45J:VIH5 

<£>0^b|5jg§ (CS) ^^t-y2 7 0©^^M 

[0 0 3 5] fi4<3!)7^^ • KpW >43«fctf*M£ (A 
D&C) *!y-te— V2 1 1 Ht N to^-fl^-KSS 

[0 0 3 6] B&^bH»L*y-tr--^2 7 0©&«l (0 
5) fix b^^v^-^E— F 7 s — ^«tif) » 

m^^y b * V^^^>-Kffi43<fcr5/*fcttKG 

[0037] <*<wb«>jiaTt:»'r©tt^ #3593©^ 

mt%&<D~ PJffc^o- H6tt. ^-^iH03 (43 
10 9) t«K©lll(H«ffl*-5^6 
0 0£^U ^6 1 0*sagSlHB*fcB:^CDflb(3Dil 

-fey? • 3> b D— ^ 6 2 0(t ^r-filr-^ • 
;* 6 3 0«£l§r£*U £££6 3 3fc«KU£ft£3r— #B 
4SKGlt 6 3 7 fcfflBU£4t*KG (fct^JiDE 
S) ils ^640^ W&asfcfcfcT*-* • 

4S6 3 3, 6 3 7©£*&#^*fctt7*— * • U> 
^ 6 4 5*v>f ^nro-feyy- • n> hD- ^ 6 2 0, 

€ta6 i o 43 <t xmmm o s^ssum-**: 

[0 0 3 8] AD&C^7^2 1 1 (EI 3 

43«fcVBI4) ©KG»H b 7 1 0 43cfcH f - : E7 J A«K 

#*6Afc«BBii«Jl*-^^l 0 3, 109 
(01) £<fct>^£ft£:7;4--^.y bfc^^-To ift 
feO^JTttx {SM^ftfc^tT y bfcfct "RES" £Wfi* 
ft»6*U ^Six^bTv bfc*fc^:ft|||^W b(C 
apabilities bytes )*B!$.?Z>o ffi$felii{fi^g*)i65V^ 
y btt, "RES" fcESilWfc^«*£«©l£y b 
T'fe^o *©fctt>^ KG«MB^t-f b 7 1 0f*]T*fc^ ffiSfc 



«flW«*?ft^*--^»ttD E ST% KG 1 fct#£« 

9 6D (SiS) *5>4 8V («S) *T©«BHfcft 

[0 0 3 9] ftlSPBttx AD&C;*yfe-^2 1 1 
(EI3 43«tU t EI4#Hg) CDfS^Tftt). Cft&H]7<Z>7 
1 0, 7 2 0©±3fc^ b»/^6*ja**U AD&C 
2 1 l**«-r*««0«IB*BBiE-r*o & 
CAD&C^^t-^M^n (02©7D^^2 1 
1) N -7^^D7D-fe7it • 3>fp-7 6 2 OfcS^F 
*l£o f£P£2 13, 2 16, 2 1 

7, 2 1 9, 2 2 1, 2 2 243«fctf2 2 46D£-5£#» 
2^<0«af««ffl*— 5^;i/|H©»*r*«tB* 

T^n^> (/D7^2 i 8) o a^n^ sAoastr 

t5 (7D>^2 24) o 

[ 0 0 4 0] KG 143«fclfDE S ^^$4xTV>* 2o© 
£§i£ N W#*s2o6D^ — (17© 

b 7 i o©<ta^) ±§nr^ 

fc x AD&C^y-b-^CDSai (7o«^2 1 1) teitu 
[0 04 1] ^JKB^^^AjaStt. D^^^C 

[0 0 4 2] v>f ^DT'u-b^lt • ^>fD-76 2 0 
(16) tt&fcs trA6 10^lt> SlBE^y 
•te— S> (AM) *3»*), S2AM$SI^ (1U5CD^ 

0^230) o sij-a^nfcAMiis izas^tx (7d 

y^2 3 5, 2 3 7) , ;t7'j7^-^SIcUT, 
AM*fitE"j"*(veryfy)o AM#fitK£4lfcV>»&yu 

t)fltBT?S*V^'&i± N @5©7p^^ 2 1 8CD£<5fc: 

[0 0 4 3] ifc£v>f ^Dr/D-by-y- • 3>hD-76 
2 0fc *-gI^.^-76 3 0 (EI2CD2 10 
fcJSfcW) *><£>) ^?>. *-«48KGl^lKGN0 

24 5) s Cl©a»H:8»Bl6ftfcAM**&jlP«$4xfc 
(^D-/^2 3 5) ^^'J • &fflV^TPIh5^b 
(7n^^2 4 7) ^n^o HPWb*4xfcSLRfc*CDfBi 
<D7*—*imfo&t>$tlT, a^SP^^-fe-^ (random 
component message: R CM) t>^J5Si^tlx Clc^^^-k 

— ^ttRCMofctoco^Ae i QZft^xmmmv) 

g»«l64i*:RCM*6»6nfcSSL«ttx *©firfc#B£ 

snfea»(^ny*2 4 5) h«a^-&4D$nT> ad 

&Cp< ^-fe-^e>85^*4xfc^r— *5ES8(Z)fc»a) b^ 
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V4V>? • *-l£W&t*>o attfcJu fci:Att2ffl<Z>- 

at»ft»flh« o RSPit* * c fc c «k d frnztizmnv 

[0 0 4 4] *©«IR»6n* (*3) 0SL»*. AD 
&C*yte— ^CDSEBI (7d<^2 1 1) C«t611R* 

[0 0 4 5] v>f ^0 7*D4r yl* • 3>bD-7 6 2 0 

— 15(D) ^- ^ t;i/©SMfiJL F s r*j .fcyf/Sfei^K 

G©fctf><ZV>— K («») *rg*ftTV>£o Mm<D*- 
*^;i/4*6g»«te>nfcCS^y-fe— ^ (7D^2 7 
0) tctt, HI («BfflO©) HKifllffl^-S^oa 
{gffl L F S R*5 ct V/* fett K G IZ <fc t> fllU £ ft£ >- 

fastis smztitt^y* - /t*->*#wr*fc» 
tmn^n&o * ;**->i)mwizmm2ti 

(7tty?2 7 5), SBtfc^nfc^-* -^y* - ,1 
Asatff^nS C7Dy£ 2 7 7) o ^:cy^ • — > 

[0 0 4 6] **?SCDSKB3&lia5^lfc:*5V^T^ V>f ^ 
urrn-feylt * ^> hu— ' ^ 6 2 0&, ^bn-^t 

(7V^^IL 7i-^^) »02flS©*>f:r6 3 0 
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